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How Smishing is attacking SMS
and how It can be stopped.
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Introduction to Openmind

We have proven expertise In We help our customers protect the
implementing Solutions that deliver and Integrity of the SMS messaging service
protect messaging traffic for mobile and for iImportant commercial and public
wholesale safety use cases

Openmind is a leading independent
supplier of messaging security solutions
to mobile operators

We work with our customers to ensure
the service we offer complies with all
local regulations and subscriber privacy
guidelines
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Smart Services Protfolio
for Operators

New services that add more intelligent fraud & revenue assurance
detection capabilities to an existing firewall

All software can be locally deployed at Operator

Subscriber data always processed Iin accordance with local regulations
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Openmind’s Messaging

Security Solutions
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Openmind are 100% focused on enabling and

Widely-Deployed SMS Firewall “Protect”
- GSMA-standard SMS Firewall

- Rules-engine capable of screening
messages based on all protocol layers

- Designed to stop SS/-based attacks
such as Spoofing and Faking

» Supports additional call-outs to external
systems with extra capabilities

Insight Business Intelligence

- Reports & Dashboards providing in-
depth analysis of message traffic and
Firewall actions
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Managed Services Portfolio

- Set of Machine-Learning based
advanced fraud & revenue assurance
solutions offered by Openmind as
mManaged services

Separate solutions for:

- SMmishing Detection

- Grey Routes Detection

- SIMBOX Detection

- |[PRN Fraud Detection

- SMS Firewall Managed Service

- Reporting & Analytics Managed Service

protecting mobile messaging services at Operators
around the world.
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Openmind’s View on

Smishing & SMS Fraud

We believe strongly that criminal activity on messaging networks should
not be tolerated — subscribers should feel 100% safe in using mobile
messaging services

The continued prevalence of Smishing & other types of SMS Fraud is a huge risk to the future of SMS
services — the industry needs to take iImmediate steps to stop this fraud and protect SMS for essential
use cases. |t Is possible to protect both network and subscribers without compromising privacy — we

work with our customers and regulators to iImplement solutions that stop fraud without impacting
subscriber privacy
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Dynamic threats require dynamic
solutions

Smishing is a constantly evolving threat —
Fraudsters regularly modify their attacks
to bypass measures introduced by
Operators

Openmind’s solution combines the
expertise of our staff with continuously
updated technical tools installed in our
customer’'s networks.
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Our Smishing Prevention
Strategy

We rapidly respond to changes In
Smishing attacks to keep our customers
and their subscribers safe — Our Managed
Services approach means our customers
do not have to worry about the technical
detall of our solution

Subscriber Privacy is protected at all
times
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Openmind’s Smishing
Prevention Service

Openmind’'s Smishing Prevention Service supports the detection and blocking of Smishing messages
on Mobile Networks

Service Is based on analysis of URLs circulating on the network to identify and block the fraudulent
ones. Solution Is a combination of service & technology provided by Openmind

O
Qequests have been made on  'Ve noticed some suspicious BOI: Your account has been

requests were attempted from  |imjited, Please follow the steps
our BOI at 19:57 AIB at 21:20. i
y 5 i to reactivate: https://

Was this you? Please visit: NotYou? |

https:/[mobile-boi-online- Please review this: hitps:// updatedonlinesecurity-
secureonlineservicepayeeroi.co :

reviews.com/ m/ o banking.com/

Openmind’s SMS Security Services
Solution Components

All our SMS Security Services are built on our Next Generation Firewall plattorm with additional artificial
intelligence/machine learning based tools combined with expert consultancy offered by our Managed
Services Team

Managed Services Team

e P Artificial Intelligence & Machine
Learning

Analysis

Outsource
= |
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Smishing Prevention
Service Implementation

Additional technical components installed at each Mobile Operator's
Network with access provided to Openmind’s Global Operations team

Setting up Open Protect in 3 simple steps:

2 N S

We will assess your We will design your We will guide and support
existing systems Smart Services your iImplementation

to understand the product configuration and work with SO you have total peace of
and service configuration you to get it to approval mMind and can focus on
yOou need stage generating revenue from

your messaging system

SMS Firewall
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Subscriber Data Protection

| Given & Family names replaced with ‘'NAME' | All numeric characters replace with the digit '5’

| Email addresses replaced with 'EMAIL

O

Addresses) obfuscated

Mary has a little lamb for sale. The price is €123.
Pics available at http://bit.ly/Xha55W. Send an offer

to mary@shepherds.com. Then call her on
. +353-88-670-1890.

" NAME has a little lamb for sale. The price is €555
Pics available at http://bit.ly/Xha55W. Send an offer

to EMAIL. Then call her on +555-55-555-5555.
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URL Analysis Workflow

How Messages are Screened by Openmind to Stop Smishing

O

Automated URL

_ Blocking
Selection

Fraudulent URLs added to
| Autlcmatedl Process to Blocking List. Any subsequent
identify Terminal URLs and messages containing these URLs

prioritize candidates for or other specific contents will be
immediate Blocking or blocked.

Screening

Anonymization Inspection
Any personal data . Selected Terminal URLs .
removed from message inspected by Openmind
text to protect subscriber Analyst to Determine if
privacy Fraudulent
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Message Metadata (Originating & Destination
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URL Screening

@| Custom Analysis % URL Redirection

—  When specific attacks such as FluBot The Primary URL contained in SMS text
emerge, custom screening functions are redirects to a Terminal URL hosting the
created by our team based on detalled Malware

analysis of the threat
Objective Is to identify the Terminal URL

Allows for precisely targeted automated and block all messages containing URLS
blocking of Incoming messages that redirect to that
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Our worldwide base of 40+ installed SMS Firewalls

gives us unique visibility on the threats and
opportunities facing Operators.
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The Openmind Advantage

We are 100% focused on enabling and protecting mobile messaging
services at Operators around the world

We continuously lead the way In bringing new innovations to market that make messaging safter for
subscribers and more profitable for Operators Our worldwide base of 40+ Iinstalled SMS Firewalls gives
us unique visibility on the threats and opportunities facing Operators

Our agile development and CI/CD delivery processes means our customers always have access to the
latest functionality:

Speed of reaction Is key to stopping the Rapid time to market for initial service, updates
damage caused by Fraud and Improvements
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About Openmind Networks

Openmind are world leaders in mobile messaging. Our consolidated and
flexible platform, delivered via a DevOps process, provides our Mobile
Operator, Wholesale Operator and Messaging Aggregator customers with
new revenue-driving opportunities at the lowest total cost of ownership.

Get In touch with us now:

@ Deloitte

¢ P+ 35316330070

BEST
+ 3531670 8008 MANAGED

COMPANIES

il

r\@/j sales@openmindnetworks.com

g Twitter @ Linkedin

GOLD STANDARD WINNER
Winner of Deloitte Best Managed Company Five
Years Running 2015 - 2019

Youtube
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Delivering and Connecting more Messages
between International Mobile Operators than
any other Vendor in the World

Silicon Valey | Dublin | Amsterdam | Prague | Dubai | Kuala Lumpur
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Copyright (c) Openmind Networks Limited, 2017. All rights reserved. The copyright in this document is owned by Openmind Networks Limited (“Openmind
Networks”). This document may not be reproduced, in whole or in part, in any form without the express consent of Openmind Networks in writing.

Information contained in this document is proprietary and confidential to Openmind Networks. That information, irrespective of form, must not be used other than
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writing of Openmind Networks. Certain Trade Marks referred to in this document are the property of Openmind Networks, the rights of owners of other Trade Marks
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